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1 Introduction

Sitemorse provides best-of-breed control of site quality. Content management systems can provide best-of-breed control
over the process of content creation and management. Combining Sitemorse capabilities within a CMS environment is
needed to streamline the process of publishing and content control. There is very little overlap between what a CMS does
and what Sitemorse provides. They do not have competing functionality. They are complementary systems. The CMS is
responsible for the timely publication and content management process whilst Sitemorse provides an external service
running on a continuous basis to detect matters that effect visitor experience or, as is often the case, in supporting
implementing changes required say following a brand, product or service change or regulatory need.

Rather than having to deal with multi systems, the Sitemorse INCMS™ delivers the capability within the CMS, works under
the CMS and ensures the consistent application of standards and control by generating consolidated reporting for key
performance indicators and performance.

Sitemorse performs assessments of web pages within one or more sites. This assessment provides confidence that the
content on a site is of a sufficiently high quality.

The Sitemorse INCMS™ enables content managers and editors within a content management system to perform
Sitemorse tests on their content before it is published. This ensures the quality of the published content meets a high
standard. It allows, content managers to test pages and content as they are being modified as well as having access to
their existing familiar Sitemorse reports.

Rather than compete with any existing checking mechanism within a CMS, Sitemorse INCMS™ augments the existing CMS
functionality. The specialist assessment that Sitemorse INCMS™ provides checks the pages as it is seen by a site visitor, not
as previewed by a content manager. Although all CMSs try to provide a content preview that is an accurate representation
of what a site visitor would see, this must be done within the confines of the CMS, so it is never a perfect representation
of the site visitor view. When Sitemorse INCMS™ assesses a page, it does so as though it was a site visitor by evaluating
the page from outside the CMS including any automated content elements, and links within documents such as PDFs. This
is a far more accurate representation of what a site visitor would see. The Sitemorse CMS Integration goes beyond any
checking provided by the CMS.

As well as testing one content item at a time, Sitemorse INCMS™ allows multiple pages to be tested. For example, a list of
pages that were changed in the last 24 hours can be submitted and Sitemorse will test each page. This could be run as an
automatic daily or weekly scheduled operation that provides an assurance that the site quality is being maintained. The
content manager who made the last change can be included in the list of pages, so any errors can be fed back to the
responsible content manager directly.

In providing this facility, the communications between the CMS and the Sitemorse servers must be strictly controlled
whilst ensuring no additional hardship for content managers. All communications must be initiated from within the CMS
and thus within the customer’s secure infrastructure behind the firewall. It is not acceptable for an external server to
initiate a connection to a CMS from outside the customer’s secure infrastructure as this introduces the potential for a
security breach. All communications are encrypted by default.

Whilst providing the high level of security it is essential that the process of testing the content is not burdensome for the
content manager. Sitemorse stores a license key inside the CMS. This means the CMS integration handles authentication
and the content manager does not have to authenticate with Sitemorse. If the content manager is authenticated with the
CMS (which will be the case if content is being edited), then they are also authenticated with Sitemorse. In effect, the CMS
is authenticated with Sitemorse through the license key.

As well as testing one content item at a time, INCMS™ allows multiple pages to be tested. For example, a list of pages that
were changed in the last 24 hours can be submitted and Sitemorse will test each page. This could be run as an automatic
daily or weekly scheduled operation that provides an assurance that the site quality is being maintained. The content
manager who made the last change can be included in the list of pages, so any errors can be fed back to the responsible
content manager directly.
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3 Quality and Assessment as Part of Content Editing

One of the main objectives of the Sitemorse INCMS™ is to provide all the facilities that Sitemorse provides for quality and
compliance but provide this in an interface with which the content manager is already familiar. The key to this is to make
the client side of the CMS Integration a standard plug-in or module for the CMS. This means that every client is different as
it is tailored to the individual CMS.

3.1 Sitemorse as Part of the Content Management Process

The process of managing content within a CMS is usually controlled by a workflow process. This can be a very simple
publish/not publish as in WordPress or a multi-stage process that is more typical of a high-end CMS. The following diagram
shows a typical workflow process for simple content approval.

New

Content Editing Approval Published

Review
Figure 1 - Typical Workflow in a CMS

The content is created then iterates between editing and approval states where, typically, the text of the content is
checked and very little else. In some more advanced CMSs, there might be some basic accessibility testing. Although this
workflow process in the CMS is designed to improve the quality of the content published, it still allows for content be
published that contains harder-to-detect errors. After publication, content is usually reviewed from time to time.

The following diagram shows the same workflow with the Sitemorse INCMS™ included in the process.

New Content Editing Approval Published

Review

Figure 2 - Typical Workflow with Sitemorse INCMS™

The Sitemorse INCMS™ allows content managers to assess the quality of a page at each state in workflow as well as
ensuring the content is performing well and does not infringe brand guidelines. The above diagram shows assessment and
correction in both the editorial and approval workflows states. Some approvers can be given permission to publish even if
all assessment tests are not passed if this is required. The above workflow greatly improves the quality of the published

page.

Once content has been published, its quality can degrade even though the page has not changed. For example, take a
page with links to other content that is not controlled by the CMS. This might be pages generated through other means or
pages on external sites. At the time the content was published by the CMS, all the links were valid however, as time goes
by, external pages might move or be removed. The pages created by the CMS now have broken links and these links need
to be corrected. Sitemorse clients can have their published content assessed periodically to check for just this sort of
problem. This service is Sitemorse Continuous Content Assessment™. The following diagram shows how Sitemorse
Continuous Content Assessment™ could be used to create workflow tasks for content managers.
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Figure 3 - Workflow Task List

Here, rather than creating a to-do list for each content manager, the content item’s workflow state is change so it appears
in a workflow task list for the appropriate content manager.

All the above examples are how Sitemorse INCMS™ can be used to enable the content manager to work entirely within
the CMS whilst still ensuring the content quality through Sitemorse. These examples also show how a CMS vendor can
utilise the Sitemorse service to provide a fuller service to their customer and allow their customer to maximise the
investment they have made.

3.2 CMS Examples

Although each CMS differs in the facilities it provides and the layout of the Ul, it is important that each content manager
can have Sitemorse assess content without it impeding their ability to use the CMS in their usual way.

As examples, the following is for the WordPress client where the Sitemorse test is initiated manually using the button
highlighted.

#& st B 4+ MNew View Page Hi, Lawrence Shaw [l

@ Dashboard Edit Page Add New

Posts P .
o Terms and Conditoins Publish R
07 Media _ :

Permalink: http://wordpress.cmstest.sitemorse.com/terms/ | Edit 7 Assess review
|_. Pages

O e 9 status: Published Edit
All Pages 4] Add Media Vicua Text

_ @ Visibility: Public Edit

Add New Paragraph v B I = = ¢ = = = & -

Figure 4 - WordPress editorial interface
As another example, the following is for Drupal with the Sitemorse button highlighted

‘W‘ Hello admin  Log out

Dashboard Content Structure Appearance People Modules Configuration Reports  Help] =)Sitemorse check

Add content  Find content Edit shortcuts

smir

Figure 5 - Drupal Editorial Interface

As a third example, here is the same button highlighted in Sitecore.
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PRESENTATION EXPERIENCE VERSIONS OPTIMIZATION VIEW

ey Y ® Delete page ©— Rename — [ My items . I —
[ =3 D ¢ ¢ = Rl D |l@ O
Edit Other Component Insert page [ ¢ Movepage [T] Displayname Lock <G Workbox Publish Settings Markup Validatiol Sitemorse Messages Close

f A citarara l e - ‘

Figure 6 - Sitecore Editorial Interface

Although each of these Uls looks very different, they have a common business benefit. Each of these examples, provides
the Sitemorse facility exactly where a content manager would expect to see it. This minimizes the amount of training
required for content managers as content checking becomes a standard part of their business process of creating,
checking, and publishing content.
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4  Free tier licences and paid tier licences

Sitemorse INCMS™ licences can be obtained online from Sitemorse.com. There are two types of licence.
The free tier licence allows a small number of page tests per month. This type of licence is ideal for testing the service
either as an evaluation or from a development/test server. It might even be sufficient for a small publishing operation.

Paid tier licences have no restriction on the number of page tests, but they are restricted by the number of users. The paid
tier can be for a fixed term or a monthly fee.

Both free and paid tier licences require a user identifier when the page test is requested by the CMS. If user information is
not supplied with the test request, the test will be rejected.

Before any licence for the free or paid tier can be used, it must be verified with a secure POST request containing the
licence key.

One of the key advantages of passing a user identifier as part of a page test is you can keep track of which users make use
of Sitemorse, how often, what they are testing and when. It allows you to discover which users are trying to test pages but
have been rejected due to licence limits. This information is emailed every month with a link to detailed reporting pages.

Sitemarser

Your Account ' O —

This page shows all your licence keys and how often they have @ — —
been used. | ng on the detall link will show more -_—
information about how each licence has been used and by — e
which users in the last month. .

Key Reference Type Expires Tests
MikeServer- Free None 6 Details
n E ProdServer- Monthly 30 Jun 2020, 11:05 a.m. 23 s
HPDebian Monthly 26Jun 2020, 11:01 a.m. 3

Add licence key

Figure 7 - report showing activity for all licences

Sitemnarsee

Your Account ' O

1
—
This page shows all your licence keys and how often they have @ — —
—

been used. Clicking on the detal link will show more
information aout how each licence has been used and by
which users in the last month.

User Tests Last test
Dick 4 2020-06-30 Details
Harry 2 2020-06-30 Details

Rejected Users

User Attempts Last attempt
Alice & 2020-06-30
Bob 3 2020-06-30
Chuck 3 2020-06-30
Tom 3 2020-06-30

Figure 8 - report showing user activity
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5 Secure Communications

It is important that any customer who runs a CMS is very confident that modules within the CMS do not compromise
security. Even if a security breach only reveals content that will eventually be published to the public web site, the adverse
publicity associated of a security breach of any kind is undesirable. For this reason, it is important that customers
understand how the Sitemorse INCMS™ works with respect to the flow of messages and how these are initiated.

In the follow diagrams and notes, error handling and some of the message detail has been omitted for clarity. It is
important to note that the default for all communications is an encrypted SSL connection.

5.1 Authentication

The following diagram summarises the authentication stage message flow.

1 ‘ TCP connection established

>

version and challenge 2

Sitemorse
Server

CMS

3 | HMAC-SHA1 verification

Sitemorse CMS Client

>

Sitemorse CMS Server

confirmation 4

Figure 9 - Authentication Messages

1. The Sitemorse CMS Client initiates a TCP connection from within the customer CMS and behind the customer’s
firewall

2. The Sitemorse Server responds with a version number and an opaque challenge string of 8 to 64 characters

3. The client uses parts of the key combined with the challenge to create an HMAC-SHA1 string

4. The server confirms the HMAC-SHA1 string is correct

As only the client and the server have a copy of the license key, only the true client and server can generate the same
HMAC-SHA1 string. The content manager is not involved in this process. There is no need for the content manager to
authenticate with Sitemorse to conduct a test. No additional passwords need be remembered. If the content manager is
authenticated with the CMS, and they can perform a Sitemorse test.

5.2 Test Request

Once the authentication phase is complete, the client can send the content for testing. The following diagram shows how
the client initiates the test.

1 | JSON message with options
. ]

Sitemorse
Server

CMS oK

Sitemorse CMS Client
Sitemorse CMS Server

Figure 10 - Test Request Messages
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1. Theclient creates a JSON message containing the information about what is to be tested. This message includes
the URL, hostnames, how the result is to be viewed and many more optional parameters. The client sends the
length of the message and the message

2. The server responds with OK

The client message contains a list of hostnames that are behind the firewall. This tells the Sitemorse server which items
need to be retrieved through the client and which can be retrieved from a public site. For example, the content being
tested might be in the CMS but links to images or CSS might be on the public web site.

5.3 HTTP Proxy

After the test request, the client enters the HTTP proxy stage. The server needs to request the HTML to be tested and then
any images, CSS, JavaScript, etc. The client now acts as a proxy for the server to allow the server to obtain all the required
items. The client can reject any request that falls outside the pre-agreed hostname, port number, etc. Although the server
is requesting content, the client still maintains the required level of security.

Content request 1

| 2 | Content response

Content request 3

Sitemorse

CMS : 4  Content response
- Server

CMS Content

Sitemorse CMS Server

7, T
-

Test complete 6

Figure 11 - HTTP Proxy Messages

The server sends a request for content

The client obtains the content locally and responds

The server sends a request for content

The client obtains the content locally and responds

The request/response process is carried out until all the required items have been obtained by the server

The server sends a test complete message with the URL of the page that contains the test results and information
about any errors on the page

ok wNeE

Note that often links for images and CSS might be from public servers and these are not shown in the diagram for clarity.

The status of the errors on the page returned in the last step above, can be used to update content lists within the CMS.
For example, the following screen shot shows the Drupal CMS content search Ul with an added column to show the result
of the last assessment done.

Commercial in confidence



INCMS™ Technical Overview 10

Hame » Administration

#+ Add content

SHOW ONLY ITEMS WHERE

status Gy er

type any

UPDATE OPTIONS

Fublish selected content v Update
TITLE TYPE AUTHOR STATUS SITEMORSE UPDATED - ‘OPERATIONS
Contact us updates Basic page admin published o 04/25/2017 - 18:09 edit delete
Brivacy Policy new Basic page michelle published s 04/25/2017 - 13:34 edit delete
Terms and Conditions Basic page admin published [ 04/25/2017 - 10:16 edit delete
About us Basic page admin published o 04/23/2017 - 13:50 edit delete
Events Basic page admin published ® 04/17/2017 - 14:12 edit delete
Blog Basic page admin published ® 09/07/2016 - 16:26 edit delete
Article admin published [ 07/18/2016 - 10:56 edit delete

Figure 12 - Drupal Ul with Sitemorse Assessment Status
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6 LIVE -released content, Continuous Assessment (Automatic Testing)

Sometimes content is created manually and not tested or content is generated automatically. In this case, it is useful to
test pages at regular intervals on a scheduled basis. For example, each day you might want to test all the pages that have
changed in the last 24 hours or you might want to send all updated pages to Sitemorse Record & Retrieve as a permanent
record of site changes. The Sitemorse CMS Integration caters for multi-page testing.

First let us consider a process on the CMS that uses the Sitemorse INCMS™ to notify the Sitemorse Server of changes.
When the client sends a test request to the server, optionally, the test request can contain a list of pages rather than a
single page. The server will process each of these pages in the same way a single page is processed. If the pages are listed
in the hostnames object of the list, the page is obtained through the client proxy. This could be for pages that are
published to an intranet not accessible publicly. If the pages are not listed in the hostnames object, then these are publicly
available. For example, each day updated pages might be published to a delivery system which is public and a process in
the CMS uses the Sitemorse CMS Integration to tell the Sitemorse Server to test the new pages on the delivery system.
The following diagram illustrates this.

>
@
=
&
* E publish ¥ Sitemorse
' 5 Server
= g
2 > &
| 3 |
Public Delivery — g
3 <
3
=¥ -

Figure 13 - Sending a list of updated pages

1. CMS publishes new content to the public delivery system
2. CMS process uses the Sitemorse Client to send a list of published pages to the Sitemorse Server
3. Sitemorse Server tests all the pages in the list (requests for images/CSS/etc. not shown for clarity)

Secondly, let us consider a publicly available delivery system but no notification from a process on the CMS. A typical

example might be a page or process that has been developed on the CMS delivery system that can return a list of pages in
the JSON format used to send page lists.

™ -

Updated pages query 1

Sitemorse
Server

w

| |

Sitemorse Server

Public Delivery

w

YvYY V¥

Figure 14 - Querying a list of updated pages
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1. Sitemorse Server queries the public delivery server for a list of updated pages
2. Adynamic list is returned from the delivery system
3. Sitemorse Server tests all the pages in the list
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7 Installation and Configuration

It is essential to present Uls to content managers with which they are already familiar, and it is equally true that this
applies to administrators. No administrator wants to install or configure a module in a completely different way to the
other modules with which they are already familiar.

Sitemorse INCMS™ modules for each CMS are built to conform to best practices for each CMS. As an example, the Drupal
module for Sitemorse INCMS™ is installed by extracting the module into the sites/all/modules folder. The module is
accessed from the admin bar modules tab. The following diagram shows how the module appears alongside the other
modules to the administrator.

nt  Structure  Appearance  People (IHIERD

content

Allows Views content to be used in Panels, Dashboard and other modules which use the CTools Content API

O Views content panes 7x-1.12
Requires: Chaos tools (enabled), Views (enabled)
~FIELDS
ENAELED NAME VERSION DESCRIPTION OPERATIONS.
Defines a field type for referencing a font from a node.
] Font Reference 7x-2.8
Requires: @font-your-face (enabled), Field (enabled), Field SQL storage (enabled), Options (enabled)
+OTHER
ENABLED  NAME VERSION DESCRIPTION OPERATIONS

Defines a new Context reaction for adding css backround images to the page

Background Image Context 7x-14
Requires: Background Image (disabled), Image (enabled), File (enabled), Field (enabled), Field SOL storage (enabled), Context (missing)
Provides an interface to apply backgreund images to specific pages

Background Image Ul 7x-1.4 ) 3
Requires: Background Image (disabled), Image (enabled), File (enabled), Field (enabled), Field SQL storage (enabled)
Background Images Formatter provides an image formatter to display images in background.

Background Images Formatter 7x-1.4
Requires: Background Image (disabled), Image (enabled), File (enabled), Field (enabled), Field SQL storage (enabled)
Allows version-dependent and shared usage of external libraries.

Libraries 7x-23 Requires: System (enabled)

Required by: Sitemorse (enabled)

Sitemorse integration
% Sitemorse Permissions Configure
Requires: Libraries (enabled), System (enabled)

Figure 15 - Drupal Module Configuration
This process of installation and access to the module is entirely familiar to a Drupal administrator.

Compare this to how a WordPress administrator views the installed Sitemorse CMS Integrations plugin.
@ Dashboard Plugins Add New

A Posts All (2) | Active (2)

q] Media Bulk Actions ¥ Apply

IM Pages Plugin Description

B Comments Sitemorse Demo Setup Setup Sitemorse site for the demo

Deactivate | Edit By Sitemorse

» Appearance

i i he Si in allows y: ccess Sitemor:
£ Plugins Sitemorse SC The Sitemorse SCI plugin allows you to access Sitemorse

Deactivate Version 1.0.0 | By Site

orse Ltd | Visit plugin site
Installed Plugins

Add New Plugin Description

Editor )
Bulk Actions ¥ Apply

& Users
Figure 16 - WordPress Plugin Configuration

There will be specific information that needs to be set for the module/plugin, but this is the case will all modules as each
provides specific functionality. In the case of Sitemorse INCMS™, the configuration is very simple with only a few fields to
be added, the key one being the license key.
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+ MAIN SETTINGS

Licence Key *

G

[] Prevent publishing content with issues?
This will disallow to publish the content with Sitemorse errors (will be allowed anyway for users with appropriate

permissions)

+~ ADVANCED SETTINGS

[+] S5L connection

55L connection to Sitemorse server

Il

Figure 17 - Setting the Module Configuration Options
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8 Conclusion

One of the main blockers to the seamless management of content and external assessment of content is the perception
that these are two different systems and using two different systems is far more difficult than using just one system.
Sitemorse INCMS™ means the external assessment of content now appears to the content manager as a seamless
process.

The design of Sitemorse INCMS™ offers some key benefits for content managers and administrator of content
management systems. It allows users of the system to check the quality of their content but in a way which does not
interfere with their work or their regular business processes. Each client module can be tailored to present all the
information in a way that is already familiar to the content manager or administrator.

Overarching all the communication between Sitemorse and the customer’s CMS is a secure set of messages. This ensures
CMS managers can be confident that the possibility of security breaches is kept to a minimum.

Content management and external assessment should no longer be thought of as a nice to have or something for the
future. With Sitemorse INCMS™ these efficiencies are available today.
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9 Document Control
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04 May 2017 0.5 Updates to change and benefits

04 May 2017 0.6 Diagram update

06 July 2017 1.0 Add page priority emails and allocate actions summary
13 February 2018 1.1 Removed get results message

18 June 2020 1.2 Licences with user information
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Disclaimer

This document is offered as an overview and a starting point only — it should not be used as a single, sole authoritative guide. You should not consider this as legal
guidance. The services provided Sitemorse (UK Sales) Ltd is based on an audit of the available areas of a website at a point in time. Sections of the site that are not open
to public access or are not being served (possibly be due to site errors or downtime) may not be covered by our reports. Where matters of legal compliance are
concerned you should always take independent advice from appropriately qualified individuals or firms.

Copyright

This material is proprietary to Sitemorse (UK Sales) Ltd and has been furnished on a confidential and restricted basis. Sitemorse (UK Sales) Ltd hereby expressly reserves
all rights, without waiver, election or other limitation to the full extent permitted by law, in and to this material and the information contained therein. Any
reproduction, use or display or other disclosure or dissemination, by any method now known or later developed, of this material or the information contained herein, in
whole or in part, without the prior written consent of Sitemorse (UK Sales) Ltd is strictly prohibited.
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