Sitemarses

digital confidence

Sitemorse (UK Sales) Ltd
48 Charlotte Street
London, W1T 2NS
United Kingdom

Tel.  +44 207183 5588
email. iNfo@Sitemorse.com
web. WWW.Sitemorse.com

INCMS™ Secure Communications

Document Author: Michael Carter
Document Version : 1.0
Document Status: RELEASED




INCMS™ Secure Communications 2

Table of Contents

1 Secure Communications

2 Protocol messages
2.1 Authentication
2.2 Test Request
2.3 HTTP Proxy

3  Summary

~ DA LWL W W

4 Document Control

Commercial in confidence



INCMS™ Secure Communications 3

1 Secure Communications

It is important that any customer who runs a CMS is very confident that modules within the CMS do not compromise
security. Even if a security breach only reveals content that will eventually be published to the public web site, the adverse
publicity associated of a security breach of any kind is undesirable. For this reason, it is important that customers
understand how the Sitemorse INCMS™ works with respect to the flow of messages and how these are initiated.

The only change that might be required is to allow an outbound connection to the Sitemorse server on the Sitemorse
server port. By default, this is 5372.

2 Protocol messages

In the follow diagrams and notes, error handling and some of the message detail has been omitted for clarity. It is
important to note that the default for all communications is an encrypted SSL connection.

2.1 Authentication

The following diagram summarises the authentication stage message flow.
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Figure 1 - Authentication Messages

1. The Sitemorse CMS Client initiates a TCP connection from within the customer CMS and behind the customer’s
firewall

2. The Sitemorse Server responds with a version number and an opaque challenge string of 8 to 64 characters

3. The client uses parts of the key combined with the challenge to create an HMAC-SHA1 string

4. The server confirms the HMAC-SHA1 string is correct

As only the client and the server have a copy of the license key, only the true client and server can generate the same
HMAC-SHA1 string. The content manager is not involved in this process. There is no need for the content manager to
authenticate with Sitemorse to conduct a test. No additional passwords need be remembered. If the content manager is
authenticated with the CMS, and they can perform a Sitemorse test.

2.2 Test Request

Once the authentication phase is complete, the client can send the content for testing. The following diagram shows how
the client initiates the test.
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Figure 2 - Test Request Messages

1. Theclient creates a JSON message containing the information about what is to be tested. This message includes
the URL, hostnames, how the result is to be viewed and many more optional parameters. The client sends the
length of the message and the message

2. The server responds with OK

The client message contains a list of hostnames that are behind the firewall. This tells the Sitemorse server which items
need to be retrieved through the client and which can be retrieved from a public site. For example, the content being
tested might be in the CMS but links to images or CSS might be on the public web site.

2.3 HTTP Proxy

After the test request, the client enters the HTTP proxy stage. The server needs to request the HTML to be tested and then
any images, CSS, JavaScript, etc. The client now acts as a proxy for the server to allow the server to obtain all the required
items. The client can reject any request that falls outside the pre-agreed hostname, port number, etc. Although the server
is requesting content, the client still maintains the required level of security.
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Figure 3 - HTTP Proxy Messages

The server sends a request for content

The client obtains the content locally and responds

The server sends a request for content

The client obtains the content locally and responds

The request/response process is carried out until all the required items have been obtained by the server

The server sends a test complete message with the URL of the page that contains the test results and information
about any errors on the page

ok wWwNRE

Note that often links for images and CSS might be from public servers and these are not shown in the diagram for clarity.
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The status of the errors on the page returned in the last step above, can be used to update content lists within the CMS.
For example, the following screen shot shows the Drupal CMS content search Ul with an added column to show the result
of the last assessment done.

Home » Administration

+ Add content

SHOW ONLY ITEMS WHERE
status any v Filter
tvpe any v
UPDATE OPTIONS
Publish selected content v | Update

TYPE AUTHOR STATUS SITEMORSE UPDATED w  OPERATIONS
Basic page admin published 04/25/2017 - 18:09 edit delete
Basic page michelle published 04/25/2017 - 13:34 edit delete
Terms and Conditions Basic page admin published 04/25/2017 - 10:16 edit delete
About us Basic page admin published 04/23/2017 - 13:50 edit delete
Events Basic page admin published 04/17/2017 - 1412 edit delete
Blog Basic page admin published 09/07/2016 - 16:26 edit delete
PERFECT-PEARLS Anticle admin published 07/18/2016 - 10:56 edit delete

Figure 4 - Drupal Ul with Sitemorse Assessment Status
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3  Summary

From the communications diagrams in this document, it is quite clear that the Sitemorse server never initiates a
connection to the CMS behind the firewall. An example to prove this, is to configure a test CMS on the localhost domain
and try a test. The test will work perfectly even though localhost is not a location the Sitemorse server can ever access

directly.
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Disclaimer

This document is offered as an overview and a starting point only — it should not be used as a single, sole authoritative guide. You should not consider this as legal
guidance. The services provided Sitemorse (UK Sales) Ltd is based on an audit of the available areas of a website at a point in time. Sections of the site that are not open
to public access or are not being served (possibly be due to site errors or downtime) may not be covered by our reports. Where matters of legal compliance are
concerned you should always take independent advice from appropriately qualified individuals or firms.

Copyright

This material is proprietary to Sitemorse (UK Sales) Ltd and has been furnished on a confidential and restricted basis. Sitemorse (UK Sales) Ltd hereby expressly reserves
all rights, without waiver, election or other limitation to the full extent permitted by law, in and to this material and the information contained therein. Any
reproduction, use or display or other disclosure or dissemination, by any method now known or later developed, of this material or the information contained herein, in
whole or in part, without the prior written consent of Sitemorse (UK Sales) Ltd is strictly prohibited.
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